Middletown, CT
Job Description

Classification Title Network Administrator
Job Code

Department IT

Union Group Teamsters 671

FLSA Status Exempt

Pay Grade

PURPOSE OF POSITION

The purpose of this position is to maintain various server systems and network

environment. Monltors activity throuqhout environments to prowde and |mplement
solutions. be .

ESSENTIAL DUTIES & RESPONSIBILITIES

The intent of this job description is to provide a representative summary of the major
duties and responsibilities performed by incumbents of this job. Employees may be
requested to perform job-related tasks other than those specifically presented in this
description.

&nel—termm&ls—Performs Help Desk dutres reIated to server and network

maintenance. Assists with issues that arise from server or network environments.

o Snoirocpelmere ppe oo pe ool peeoloee oo e g oo b bpecc e Ve nlalns
Active Directory, Microsoft Windows Server, Microsoft Exchange, Citrix XenServer
and network environments. Ensures system backups are active and current.
Monitors systems to provide necessary recommendations for improvements.
Implements improvements or system upgrades.

J-HI-F&HGI—&H-G—EQ-F&H-GI—&GH-\H{-IGS—PFOVIdeS aoolrcatron and mapping support for Central
Communications. Provides first level of technical support on the Global Software
Global Dispatch application and mapping functionality. Modifies addresses on
software’s GIS maps.

reeemmenel—selutrens—fepreeevery—eprepamMalntalns network Flrewall and Emall
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Filter System. Configures systems to filter Internet web access and
incoming/outgoing emails based on department and security policies.

restoration-operations-of- the-same-Maintains Cisco ASA firewall. Recommends and
implements Network Access Translation and Access Rules that affect security of
network.

a-foutine-basis-to-identify-deficiencies-n-the-retwork-Maintains server backups.
Creates new or modifies existing backup schedules for Windows Server, SOL and
Exchange systems. Monitors and verifies backup jobs. Verifies and tests restore

functions on full recovery systems and individual files.
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e Perform other related duties as assigned.

MINIMUM JOB QUALIFICATIONS
Education and Experience

field.

Appropriate education substitutions can be made.
Other

Certification. Microsoft Certified Professional.

PREFERRED QUALIFICATIONS

Bachelor’'s degree in Computer Science field, at least seven years of experience in
Information Technoloqy field, Microsoft Certified Systems Administrator, Citrix Certified,
Cisco Certified and CompTIA (Network+; A+: Server+).

KNOWLEDGE, SKILLS, and ABILITIES
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o Reguiresthe-aAbility to perform mid-tevelmid-level data analysis including the ability
to coordinate, strategize, systematize and correlate, using discretion in determining
time, place and/or sequence of operations within an organizational framework.
Reguires-the-aAbility to implement decisions based on such data, and oversee the
execution of these decisions.

o Reguires-the-aAbility to utilize a wide variety of reference, descriptive, advisory
and/or design data and information such as requests, technical publications and
bulletins, plans, reports, documentation, agendas, policies, inventories,
specifications, procedures and non-routine correspondence.

E. : II; 4 | | "' H II FF . I

. -Knowledge of server failover and recovery

consultants, vendors and colleagues.

e Ability to Rrelate to and interact with a non-traditional and diverse student and

employee population

e Ability to Wwork independently
e Ability to Rread, analyze, and interpret standards, policies, procedures, and

regulations

e Ability to Hhandle common inquiries or complaints
e Ability to Bdefine problems, collect data, establish facts, and draw valid conclusions

e Ability to Pperform mathematical computations such as addition, subtraction,
multiplication, division. Calculate percent distributions, increase rates, and similar

computations.

e Ability to Eexercise good judgment and focus on detail as required by the job

e Ability to Soperate standard office equipment, such as computer keyboards and
monitors, copiers, scanners, and telephone
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Ability to Yuse (or learn to use) computer software and systems applicable to the
position

Ability to Ffollow oral and written instructions and procedures

Ability to Scollect, organize, and interpret data and prepare accurate records
Ability to Scompare data from a variety of sources for accuracy and completeness
Ability to ©organize large volumes of detailed data and information

Ability to Mverify and maintain accuracy of detailed data and information, detect data
errors

Ability to Mmeet schedules and deadlines of the work unit

Ability to Scommunicate in English effectively orally and in writing
Ability to Mmaintain well-organized materials, files, systems and tools
Ability to Aadapt to changes in work situations and priorities

Ability to Rreason/analyze; use logic to identify and resolve problems
Ability to Eevaluate, organize, and summarize data and information

Ability to Eestablish and maintain constructive and cooperative interpersonal
relationships with staff, peers, supervisors, or managers in the work unit and other
departments, as well as with staff of outside entities and other individuals, as
applicable to the essential duties and responsibilities

Ability to Ssatisfyies the needs of internal and external customers accurately and
promptly, treating customers with fairness and respect.

PHYSICAL REQUIREMENTS
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Exerting up to 20 pounds of force occasionally, up to 10 pounds of force frequently,
and/or a negligible amount of force constantly having to move objects. If the use of arm
and/or leg controls requires exertion of forces greater than that for the Sedentary Work
category and the worker sits most of the time, the job is rated Light Work.

WORKING CONDITIONS

The working conditions described here are representative of those an employee
encounters while performing the essential functions of this job. Reasonable
accommodations may be made to enable individuals with disabilities to perform the
essential functions.

Position requires stooping, kneeling, crouching and reaching.

The City of Middletown, CT is an Equal Opportunity Employer. In compliance with the
Americans with Disabilities Act, the City will provide reasonable accommodations to
qualified individuals with disabilities and encourages both prospective and current
employees to discuss potential accommodations with the employer.

Date created: 03/10/15

Dates revised




